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Part 1. Overview

1.1. Documentusing
- This document provides the specification of VNNIC EPP Gateway sykiem

registrars buildingheir EPPclient andconnecto VNNIC Systenvia EPP
- The Registrar shall not be permitted to provide part or all of the contents of this

document for 3rd party.

1.2. Release note
- Version V4.3
o Date: 27/10/2014
o Note
A Connection rules
A Configuration parameters
A Domain:transfer inpuparameter change
- Version V4.2
o Date : 16/09/2014
o Note
A Domain Life Cycle
A <poll> message after adding depdgi5.4)
A Correct some example command and response messages
- Version V4.1
o Date 16/07/2014
o0 Note
A Add release note information
Add message poll from Registry actiopisee 2.5.4)
Add list of CityCode in Viet Nan{apendix)
Add list of Country Coddapendix)
Update validate rule for <contact:city>
Correct some syntax error

> > D>y >

- Version V4:
o Date 11/12/2013
o Note All relative document abou/NNIC EPP Gateway
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1.3. EPP Overview
1.3.1. What is EPP
- The Extensible Provisioning Protocol (EPH flexible protocol designed for
allocating objects within registries over timternet specialyfor communication
betweerdomain name registriemddomain name redisarsthrough clientserver
model.
- EPP is based odML - a structured, texbased format using TCRetwork
transporation.

- EPP protocol implement by defined commands and all EPP commands are atomic

1.3.2.

EPP State Machine

W
e i T v e it +
| Waiting for | Connected | Prepare
| Client === eaes >| Greeting |
Fmmm e e + or <helle> Fmmm e e +
.
|
| Close Connection Send |
| or Idle Greeting |
fmmmmmmmmmmmm————n +
| End | Timeout fmmmmmmmmmemmm———- +
| Session [g------------m—-- | Waiting for |
L EE R + | Client |
* " ~ Send +-------- >| Authentication |
| | | Response | D e v
| e + |
| | Prepare Fail | | <login=
R | Response | | Received
| Send +4-------------- + v
2501 - gmmmmmmmmmmm e oo +
Response | | Processing |
it | <login= |
Auth Fail 4----cccccccaaaoao- +
Timeout |
R et + | ARuth oK
| | v
Fmmmm e + <hello> +----------------- 4
| Prepare |g------===-- | Waiting for |
| Greeting [===mmmmmm- >| Command or |
| mmmm oo +  Send | <hello>
Send x5xx Greeting +----------------- +
RESPONSE  4--------—-------- + Send s
e | Prepare | Response | | Command
| Response [-======--- + | Received
LR L L] + W
* Hmmmmmmmmmmm oo +
Command | | Processing |
Processed +---------- | Command |


http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Domain_name_registry
http://en.wikipedia.org/wiki/Domain_name_registrar
http://en.wikipedia.org/wiki/XML
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1.3.3. EPP Clienti Server Message Exchange

EPP messages are initiated by the EPP client in the form of EPP commands. An
EPP server MUST return an EPP response to an EPP command on the same TCP
connection that carried the command.

EPP commands are idempotent, so processing a command more than once
produces the same net effect on the repository as successfully processing the
command once.

An EPP client streams EPP commands to an EPP server on an established TCP
connection. A client MUSTNOT distribute commands from a single EPP session
over multiple TCP connections. A client MAY establish multiple TCP connections

to support multiple EPP sessions with each session mapped to a single connection.
Each EPP data unit MUST contain a single ER#3sage. Commands MUST be
processed independently and in the same order as sent from the client
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Client Server

Connect

1.3.4. EPP Data Unit Format

EPP Data Unit contain 2 fields:
o 32 bit header that decrib#®e total length of the data unit
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o the EPP XML instance.

- Thelength of the EP XML instance is determined by subtracting faatets
from the total length of the data unit.

- A receiver mussuccessfully read that many octets to retrieve the complete EPP
XML instance before processing the EPP message.

- EPP Data Unit Format (one tichark represents one bit position) as below

0 1 2 3
01234567890123456789012345678901
i e s sttt st st et et e S e e A A R A A
| Total Length
et el R e kB R b e R ol Rl el R e LR e e e el el el R bl el
| EPP XML Instance |
e e e B e e e T T e e e o s

1.3.5. An EPP System
This figure show/NNIC EPP SystenModel

SRS System

Registrant &
Internet User

DNSSystem Zone File
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1.4. EPP mapping in domain management

1.4.1. RFCs
The first EPP RFCwere publishedh March 2004 updated in 2007 and lastest version
were updated in 2009

RFC Description
5730 Extensible Provisioning Protocol (EPP)

5731 Extensible Provisioning Protocol (EPP) Domain Name Mapping

5732 Extensible Provisioning Protocol (EPP) Host Mapping

5733 Extensible Provisioning Protocol (EPEdntact Mapping
5734 Protocol (EPP) Transport Over TCP

3735 Guidelines for Extending the Extensible Provisioning Protocol (EFR

1.4.2. EPP Commands
- Session Management
- Query
- Transformation

1.4.3. EPP Object
- Domain
- Contact
- Host

EPP Commands and Objects mapping

Function Command Domain Host Contact

<hello>

<greeting>
Session g g

None

Management -

<login>

<logout>

10
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<check> o] 0 0
<info> o] 0 0
Query
<transfer> 0 N/A 0
<poll> N/A N/A N/A
<create> 0 0 0
<update> o 0 0
Transformation | <delete> o] o] o]
<renew> o] N/A N/A
<transfer> o) N/A 0

11
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Part 2. VNNIC EPP Mapping

2.1. Overview

2.1.1. Procedures

- VNNIC support only Domain object and Contact object, do not using Host object. So
Name Servers are list in <domain:hostAtatements. Each element MAY contain an
"ip" attribute to identify the IP address formkitthe "ip" attribute is not specified, "v4" is
the default attributgalue.

- We have extension for Contact object to marsmaeextra information aboundividual
andOrganization as Policy requirement.

2.1.2. Data Validation

Attributes EPP elements Validate

Domain Name | <domain:name> - Characters should only laez | A-Z | O-
9 andperiod(.) anddash¢)

- The domain name pafdomain lable)
should not start or end with dash (e.g.
-example.vn)

- The domain name paidomain lable)
should be between 1 and 63 character
longand for fully domain nameshould
be betweerd and255

Renewal <domain:period> - By year, 1<=N<=50
period
Authoration <domainauthinfo> - String lengthmustbe betweet® and
Code <domain:pw> 255
</domainauthinfo> - Characters should only laez | A-Z | 0-9
Name servers | <domain:ns> - <domain:hostNameerefer to
<domain:hostAttr> <domain:name>
<domain:hostName> | - <domain:hostAddp refer to Ipv4 or
</domain:hostName> Ipv6 syntax
</domain:hostAttr> - Number of<domain: hogttr >
</domain:ns> elements should Heetweenl and13
Registrant <domain:registrant> - Refer to <contact:id> validation
Contact object
Contacts <domai n: cont|- Referto<contact:id> validation in

Contact object
- Aypedvalue : admin, tech, billing

Status <domain:status - All EPP standard status
s="clientHold"/>
Registrar <domain:cliD> - Reqgistrar account created by VNNIC

12
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Account

CreatedDate

<domain:crDate>

YYYY -MM-DDTHH:mm:ss

Last Updated
Date

<domain:upDate>

YYYY -MM-DDTHH:mm:ss

Expired Date

<domain:exDate>

YYYY -MM-DD

Current Expiry
Date

<domaincurExDate>

YYYY -MM-DD

Reason

<domain:reason>

String, length should be less than 500.

Pending
Transfer Status

<domain:status
s=opendingTr

pendingTransfer

Gain Registrar

<domain:relD>

Refer to Registrar Account

Lost Registrar

<domain:aclD>

Refer to Registrar Account

Transfer Act | <domain:acDate> YYYY -MM-DDTHH:mm:ss
Date
Transfer <domain:reDate> YYYY -MM-DDTHH:mm:ss
Request Date
ID Contact <contact:id> Created by Registrars, unique in syste
Should be betweefl and32 characters
long
Recommendation format : XXXXX
(X is charactersz | A-Z | 0-9)
Localization | <contact:postallnfo Atypadbue Al oco
type=0ol oc/ in Aintdo for interna
Contact Name| <contact:name> String,

Should be betweeb and500 characters
long

Organization
Name

<contactorg>

String,
Should be betweeb and500characters
long

Address

<contactstreer

String,
Should be betweeb and500 characters
long

City

<contactcity>

String,

Should be betweef and50 characters
long

If the <Country> is VN, the <City>
should be CityCode refer to list of
CityCode as aapendix of this documer

13
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Country <contactcc> String,
Should beCountry Code standardefer
to List of CountryCodeas an apendix of]
this document

Phone <contact:voice> +CC-XXXXX
One phone number only

Fax <contact:fax> +CC-XXXXX
One fax number only

Email <contact:email> Refer to email asdress standard synta
Oneemail addressenly

Disclosure <contact:disclose Support : wice, email, fax

flag=00/10

Not yet applied

Contact extension

Contact Type | <vncontact:extinfo Support ifnidnddo diuad
type=obnd/ or for Organization

Trade Name | <vncontact: IntTraName> String,
Should be betwee and50 characters
long

Identification | <vncontact:IDPP> String,

or Passport Should be betweef and50 characters

Number long

Gender <vncontact.gender String,
Should be betwee and40 characters
long

Birthday <vncontact:birthDate> YYYY -MM-DD

Working <vncontact:position String,

Position Should be betwee® and200 characters

long

2.1.3. Result Code
- Using standard EPP result code as listedfT 5730

14
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2.1.4. Rules of connection

Rule Parameter Values
1. | Maximum IP addresses for | MaxIPPerAccount 10
registrar
2. | Maximum concurrent TCE MaxConnectionPerAccount 50
connection per Registrar (p
Account)
3. | Maximum concurrent sessions [ MaxSessionPerAccount 30
Registrar (peAccount)
4. | New sessions rate MaxSessionPerMinute 10
5. | Maximum commands of a session | MaxCommandPerSession | 1000
6. | Maximum session idle time MaxldleTime 05 minutes
7. | Maximum session living time MaxLivingTime 01 hour

- These rulesnay be changed during runtime depend on operation of the system.

2.1.5. Configuration parameters

Parameter Value

1. | Maximum number of domains in domain:chg 1-10
command

2. | Maximum number of contactids in contact:che 1-10
command

3. | Number of name servers 2-13
(domain:create and domain:update command)

4. | Maximum domain periods (in domain 1-10
domain:create command )

5. | Maximum domain periods (in domain 1-10

domain:renew command )

15
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6. | Maximum domain periods (in domain 0-10
domain:transfer command )

7. | Min Balance of deposit 0

8. | Max Balance of deposit 10.000.000.000

9. | Warning Balance of deposit 5.000.000

10. | Period of time for contact revocation 5 days

11. | Days after expiration domain will be in serverHold sta] 3 days

12. | Days after expiration domain will be ipendingDeletq 20 days
status

13. | Releasing domains in pendingDelete status Random

14. | Period of time restricted from transfer after registratio| 60 days

15. | Period of time restricted from transfer before expiry | 30 days

16. | Period of time for automatic transfer request 5 days
(ServerApproved status )

17. | Currency Vietnam dong

18. | Time zone on the system Hanoi time (GMT +7)

These rules may be changed during runtime depend on operation of the system.

2.2. Session Management

2.2.1. Account, Connection limit

- Only one account per Registrar

- When a client change password, all active session of this account will be
disconnected.

- We do some rule for connection limitation

Limitation on number of conncurrent session from a client :

o

MaxSessionPerClign

Limitation on number of conncurrent session from an account :

MaxSessionPerAccount
Limitation on number of commands in one session :
Idle time and max living time

16
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- These rules may be changed during runtime depend on operation of the system.
2.2.2. Hello

2.2.2.1. Input data
<hello> is an empty element command to keep connection between client and server.

2.2.2.2. Format

<?xml version="1.0" encoding="utf - 8"?>
<epp xmins="urn:ietf;params:xml:ns:epp -1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemaloca tion="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<hello/>
</epp>

2.2.2.3. Response
Response is a greeting messae

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema -insta nce"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd™>
<greeting>

<svID>VNNIC EPP Server</sviD>

<svDate>2014 -08-21T16:01:20.0632</svDate>

<svcMenu>

<version>1.0</version>

<lang>en</lang>

<lang>vi</lang>

<objURI> urn:ietf:params:xml:ns:domain - 1.0</objURI>
<objURI>urn:ietf:params:xml:ns:contact - 1.0</objURI>
<objURI>urn:ietf:params:xml:ns:host - 1.0</objURI>
<svcExtension>
<extURI>http://srs.vnnic.vn/epp/extensions/vncontact - 1- O</extURI>
</svcExtension>

</svcMenu>

<dcp >

<access>

<all/>

</access>

<statement>

<purpose>

<admin/>

<contact/>

<other/>

<prov/>

</purpose>

<recipient>

<other/>

<ours/>

17
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<public/>
</recipient>
<retention>
<business/>
</retention>
</statement>
</dcp>
</greeting>
</epp>

2.2.3. Login

2.2.3.1. Input data

Parameters EPP attribute Requirement Note
Client ID <clID> Required Refer to <clID> syntax
Password <pw> Required Password of Registra
in MD5 code
New Password <newPW> Option Ussing incase client
want to change the
current password
EPPversion <options Required Ussing 1.0
<versiorr
</ options>
Client language | <options> Required Support en, vi
<lang>
</ options>
Namespaces <svcs Required Namespace URI
) representing the objec
<ObjURI> (domain, contact)
</ svcs>
EPP Extension <svcs Option Khai bao URI cho cac

< svcExtensiorr

</ svcs

EPPmrng L -

18
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Client Transaction| <cITRID> Option
ID

2.2.3.2. Example

- Login:

<?xml version="1.0" encoding="utf - 8"?>

<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf;params:xml:ns:epp -1.0epp -1.0.xsd">
<command>
<login>
<clID>ndkmn</clID>
<pw>passWD</pw>
<options>
<version>1.0</version>
<l ang>en</lang>
</options>
<svcs>
<objURI>urn:ietf:params:xml:ns:domain - 1.0</objURI>
<objURI>urn:ietf:params:xml:ns:contact - 1.0</objURI>
</svcs>
</login>
<CITRID>cltTRID - 1234</cITRID>
</command>
</epp>
- Change Pasword:
<?xml version="1.0" encoding="utf - 8"?>
<epp xmlns=" urn:ietf:params:xml:ns:epp -1.0"
xmins:xsi="http://www. w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<command>
<login>
<clID> ndkmn</clID>
<pw>oldPasswd </pw>
<newPW>newPasswd/newPW>
<options>
<version>1.0</version>
<lang>en</lang>
</options>
<svcs>
<objURI>urn:ietf:params:xml:ns:domain - 1.0</objURI>
<objURI>urn:ietf:params :xml:ns:contact - 1.0</objURI>
</svcs>
</login>
<CITRID>cltTRID - 1234</cITRID>
</command>

</epp>

19
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2.2.3.3. Response message
- Login successfully

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlns:xsi  ="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<triD>
<cITRID>ABC - 12345</cITRID>
<sVTRID >54321 - XYZ</svTRID>
</trID>
</response>
</epp>

- Change password successfully

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmlns="urn:ietf;params:xml:ns:epp -1.0"
xmlns:xsi="http://iww.w 3.0rg/2001/XMLSchema - instance"
xsi:schemaloca tion="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>
<result code="1000">
<msg>Command completed successfully I All active sesion have been
terminated </msg>
</result>
<trID>

<cITRID>ABC - 12345</cITRID>
<svTRID>54321 - XYZ</svTRID>
</trID>
</response>
</epp >

2.2.3.4. Result code

STT | Ly do M« | i Ghi chu
1 Invalid input parameters 2005
2 Invalid syntax 2001
3 Invalid username /password 2200

20
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4 Invalid username /password 2501
counts ovetimitation
5 Over max sessiolimitation 2502
6 Missing parameters 2003
2.2.4. Logout

2.2.4.1. Input data
Command is used to end a session with an EPP Server

2.2.4.2. Example command
<?xml version="1.0" encoding="utf - 8"?>
<epp xmlns="urn:ietf;params:xml:ns:epp -1.0"
xmins:xsi="http://www. wa3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<command>
<logout/>
</command>
<lepp>

2.2.4.3. Response message
- Logout success, end session

<?xml version="1.0" encoding="utf - 8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp -1.0"
xmlns:xsi="http://www. w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>
<result code="1500">
<msg>Command completed successfully; e nding session</msg>
</result>
<trID>
<sVTRID>54322 - XYZ</svTRID>
</trID>
</response>

</epp>

2.3. Domain Management

2.3.1. Overview
- .VN Domain LifeCycle

21
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Domain Name is available for re-registration:

Renewal possibl

Renewal possibl

A ! |

‘ |
i

A i f | Renew Released
Available i Registered } (3 days) (Available)

i

I I

I I

I

I I

<60 %ays»v‘ 1<<30 (jjays»
Transfer is not possibl

Domain is in zone file

Domaln no longer in zone file
(Websne maybe redirected)

- 3 days after expiration, domain name still active
- In pendingDelete status, domain nadoes not active in DNS, domain name still
belong to the registrant
- Do not using ApendingCreateodo status
- A domain will have &clientTransferProhibitedstatus as defauttatusafter created.
- Period for renew : by yearl-50
- Domain & Nameserver information
o0 One domain name havel3 nameservers
o If the nameservers is a subdomain of the domain name, at least one IP address
(Ipv4 or Ipv6) is required
- Domain & Contact information
o One registrant, one contact for admin, orretéchnical and one for billing
contact is required
o Contact must be belong to the registrar
- Fee will be collected immediately after a domain created
- Create and renew domain commasigrocessed only if the deposite is higher than
Registrar Deposite Limitain

2.3.2. Command <domain:check>

2.3.2.1. Input data

Parameter EPP attribute Requirement Note

Domain Name <domain:name> Required Refer to domain name
syntax

Up to 5 domain name
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2.3.2.2. Example command

<?xml version="1.0" encoding="UTF - 8" standalone="no"?>
<epp xmlins="urn:ietf:params:xml:ns:epp -1.0">
<command>
<check>
<domain:check xmIns:domain="urn:ietf:params:xml:ns:domain -1.0">

<domain:name>srsote01.vn</domain:name>
<domain:name>srsote02.vn</domain:name>
<domain:name>srsote03.vn</domain:name>
<domain:name>srsote04.vn</domain:name>
</domain:check>
</check>
<cITRID>srsote - 123456</c|ITRID>
</command>
</epp>

2.3.2.3. Response message
- Example response message

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmlns="urn:ietf:params:xml ‘ns:epp -1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd"™>
<response>

<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:chkData xmins:domain=" urn:ietf:params:xml:ns:domain -1.0"
xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0domain - 1.0.xsd">

<domain:cd>

<domain:name avail="0">srsote01.vn</domain:name>

<domain:reason xmins:domain="urn:ietf:params:xml:ns:epp -1.0">In
use.</domain:reason>

</do main:cd>

<domain:cd>

<domain:name avail="0">srsote02.vn</domain:name>

<domain:reason xmins:domain="urn:ietf:params:xml:ns:epp -1.0">In
use.</domain:reason>

</domain:cd>

<domain:cd>

<domain:name avail="1">srsote03.vn</domain:name>

</domain:cd>

<domain:cd>

<domain:name avail="1">srsote04.vn</domain:name>

</domain:cd>

</domain:chkData>

</resData>

<trID>

<clTRID>srsote - 123456</cITRID>

<sVTRID>VNNIC - EPP- 4f0d9468 - a4f8 - 4381 - aa22 - 219f8e697a28</svTRID>
</trID>

</response>

</epp>
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2.3.2.4. Result code

NO | Reason Code Note
1 Invalid input parameters 2005
2 N > 5 domain name 2004

2.3.3. Command <domain:info>

2.3.3.1. Rules

The command is used to retrieve information associated with a domain object.

If the querying client is the sponsoring client (the registrar who manage this domain
object), all available information will returned.

If the querying client is not the sponsoring clibat havevalid authorization

information, all available informatiowill returned.

If the querying client is not the sponsoring client and the client does not provide valid
authorization informatiopserver will return an error code 2200

If the querying client is not the sponsoring client and the client does not provide
authorization informatioiwithout authorization informatioyy server will return only
some information , such as : DomainName, ROID, clID, createdDate, expiration Date

2.3.3.2. Input data

Parameter EPP attribute Requirement Note
Domain name <domain:name> Required
Authorization <domainauthInfo> Optioral
information :
</domain:pw>
</domainauthinfo>

2.3.3.3. Example command
Request command wigkdomainauthinfo> :
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<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmlns="urn:ietf:params:xml:ns:epp -1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf;params:xml:ns:epp -1.0epp -1.0.xsd">
<command>

<info>

<domain:info xmIns:domain="urn:ietf:params:xml:ns:domain -1.0"

xsi:schemalocati on="urn:ietf:params:xml:ns:domain -1.0 domain -1.0.xsd">

<domain:name>srsote0l1.vn</domain:name>
<domain:authlnfo>
<domain:pw>12345678</domain:pw>
</domain:authinfo>
</domain:info>
</info>
<CITRID>cltTRID - 1234</cITRID>
</command>
</epp>

Reguest command withoutdomainauthlinfo> :

<?xml version="1.0" encoding="UTF - 8"?>
<epp xmlns="urn:ietf:params:xml:ns:epp -1.0"

xmlns:xsi="http://www. w3.0rg/2001/XMLSchema - instance"

xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd"™>

<command>
<info>
<domain:info
xmln domain="urn:ietf:param xml:n  domain - 1.0"

xsi:schemalocation="urn:ietf:param xml:n  domain - 1.0 domain - 1.0.xsd">

<domain:name >vnnic . vn</domain:name>
</domain: info>
</info>
<clTRID> NDKZX DOMAIN INFO- 123456 </cITRID>
</command>
</epp>

2.3.3.4. Response message
- Request fronsponsoring client

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:infData xmIns:domain="urn:ietf:para ms:xml:ns:domain - 1.0"
xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0 domain -1.0.xsd">

<domain:name>srsote01.vn</domain:name>
<domain:roid>DOMAIN - 1391929</domain:roid>
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<domain:status s="ok"/>

<domain:registrant>srsote - 01</domain:registrant>

<domain:c ontact type="admin">srsote - 02</domain:contact>
<domain:contact type="tech">srsote - 02</domain:contact>
<domain:contact type="billing">srsote - 02</domain:contact>

<domain:ns>

<domain:hostAttr>
<domain:hostName>dns2.vnnic.vn</domain:hostName>
</domain:hostAttr >

</domain:ns>

<domain:cliID>ktthl epp</domain:cliD>
<domain:criD>ktth1_epp</domain:criD>

<domain:crDate>2014 - 06- 10T15:12:49.0226</domain:crDate>
<domain:uplD>registry</domain:uplD>

<domain:upDate>2014 - 08-22T10:10:14.0172</domain:upDate>
<domain:exDate> 2015- 06- 10T00:00:00.0000</domain:exDate>
<domain:authlnfo>

<domain:pw>12345678</domain:pw>

</domain:authinfo>

</domain:infData>

</resData>

<trID>

<clITRID>cltTRID - 1234</cITRID>

<sVTRID>VNNIC - EPP 390c4f95 - 5666 - 4cc2 - 92fe - 44412a671735</svTRID>
</trID>

</respon se>

</epp>

- If the querying client is not the sponsoring clibat havevalid authorization

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmlns="urn:ietf:params:xml:ns:epp -1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”

xsi:sche malocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:infData xmIns:domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemalocation="urn:ietf:params:xml: ns:domain - 1.0 domain - 1.0.xsd">

<domain:name>srsote01.vn</domain:name>
<domain:roid>DOMAIN - 1391929</domain:roid>
<domain:status s="ok"/>

<domain:registrant>srsote - 01</domain:registrant>
<domain:contact type="admin">srsote - 02</domain:contact>
<domain:contact type="tech">srsote - 02</domain:contact>
<domain:contact type="billing">srsote - 02</domain:contact>

<domain:ns>

<domain:hostAttr>
<domain:hostName>dns2.vnnic.vn</domain:hostName>
</domain:hostAttr>

</domain:ns>

<domain:cliD>ktth1_epp</domain:cliD>

<domain:cr ID>ktth1l_epp</domain:criD>

<domain:crDate>2014 - 06- 10T15:12:49.0226</domain:crDate>
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<domain:uplD>registry</domain:uplD>

<domain:upDate>2014 - 08-22T10:10:14.0172</domain:upDate>
<domain:exDate>2015 - 06- 10T00:00:00.0000</domain:exDate>
<domain:authinfo>

<domain :pw>12345678</domain:pw>

</domain:authinfo>

</domain:infData>

</resData>

<trID>

<CITRID>cltTRID - 1234</cITRID>

<svVTRID>VNNIC - EPP 7c0f9e26 - ea9d- 45dd - 98f3 - 803b9c7bc054</svTRID>
</trID>

</response>

</epp>

- If the querying client is not the sponsoring client d o n authorizagion e
information

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmlns="urn:ietf;params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:infData xmIns:domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0domain - 1.0.xsd">
<domain:name>vnnic.vn</do main:name>

<domain:roid>DOMAIN - 32185</domain:roid>

<domain:status s="clientTransferProhibited"/>
<domain:registrant>82056_F18BFEFF26</domain:registrant>
<domain:ns>

<domain:hostAttr>
<domain:hostName>dns1.vnnic.vn</domain:hostName>
<domain:hostAddr ip="v4" >203.119.8.108</domain:hostAddr>
<domain:hostAddr ip="v6">2001:dc8:0:2::108</domain:hostAddr>
</domain:hostAttr>

<domain:hostAttr>
<domain:hostName>dns2.vnnic.vn</domain:hostName>
<domain:hostAddr ip="v4">203.119.36.108</domain:hostAddr>
<domain:hostAddr i p="v6">2001:dc8:c000:2::108</domain:hostAddr>
</domain:hostAttr>

<domain:hostAttr>
<domain:hostName>dns3.vnnic.vn</domain:hostName>
<domain:hostAddr ip="v4">203.119.64.108</domain:hostAddr>
<domain:hostAddr ip="v6">2001:dc8:c000:2::108</domain:hostAddr>
</domain:hostAttr>

</domain:ns>

<domain:cliD>gltn_epp</domain:cliD>

<domain:crDate>2005 - 09- 01T08:08:33.0000</domain:crDate>
<domain:exDate>2018 - 09- 01T00:00:00.0000</domain:exDate>
</domain:infData>

</resData>

<trID>
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<cITRID>SRSOTE- DOMAIN INFO- 123456</cITRID >

<svTRID>VNNIC - EPP fe071dbd - e2cf - 4ae2 - 85h9 - 05ff3a098bed</svTRID>
</trID>

</response>

</epp>

2.3.3.5. Response codes

NO | Reason Code Note
1 Invalid domain name syntax 2005
2 Invalid <domain:authinfo value | 2202
3 Domain does not exits or reserveg 2303

2.3.4. Command <domain:create>

2.3.4.1. Input data

Parameter EPP attribute Requirement Note
Domain name <domain:name> Required
Period <domain:period> Required
Authorization <domainauthinfo> Required
information

</domain:pw>

</domainauthinfo>

NameServers <domain:ns> Required
</domain:hogsttr>

</domain:ns>

Registrant <domain:registrant> Required

Admin contact <domain:contact Required
type=oadmi no
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Technical contact | <domain:contact Required
type=0t echo>

Billing contact <domain:contact Required
t y phellmgo >

2.3.4.2. Example command

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf;params:xml:ns:e pp- 1.0 epp -1.0.xsd">
<command>
<create>
<domain:create xmIns:domain="urn:ietf:params:xml:ns:domain -1.0"

xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0 domain -1.0.xsd">

<domain:name>srsote - test.vn</domain:name>

<domain:period unit="y">2</domain: period>

<domain:ns>
<domain:hostAttr>

<domain:hostName>ns1.srsote - test.vn</domain:hostName>

<domain:hostAddr
ip="v4">203.119.8.233</domain:hostAddr>
<domain:hostAddr
ip="v6">2001:dc8::5:42</domain:hostAddr>
</domain:hostAttr>
<domain:hostAttr>
<domain:hostName>dns1.vnnic.vn</domain:hostName>
</domain:hostAttr>
<domain:hostAttr>
<domain:hostName>dns2.vnnic.vn</domain:hostName>
</domain:hostAttr>
</domain:ns>

<domain:registrant>srsote - 01</domain:registrant>
<domain:contact type="admin">srsote - 02</domain:contact>
<domain:contact type="tech">srsote - 02</domain:contact>
<domain:contact type="billing">srsote - 02</domain:contact>

<domain:authInfo>
<domain:pw>vnnic@12345678</domain:pw>
</domain:authinfo>
</domain:create>

</create>

<clTRID>test - eppgateway - 0001</cITRID>

</command>

</epp>

2.3.4.3. Response message

Example <create> response

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
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<epp xmins="urn:ietf;params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:creData xmins:domain="urn:ietf:para ms:xml:ns:domain - 1.0"
xsi:schemal.ocation="urn:ietf:params:xml:ns:domain -1.0 domain - 1.0.xsd">

<domain:name>srsote - test.vn</domain:name>
<domain:crDate>2014 - 08-22T11:12:17.0037</domain:crDate>
<domain:exDate>2016 - 08-22T11:12:17.0037</domain:exDate>
</domain: creData>

</resData>

<trID>

<clITRID>test - eppgateway - 0001</cITRID>

<sVTRID>VNNIC - EPP- cb8e423b - 580d - 454e - b299 - f4b1587b70f6</svTRID>
</trID>

</response>

</epp>

2.3.4.4. Response codes

NO | Reason Code | Note
1 Invalid input parameters 2005
2 Domainname in list cfubdomain level 2 ccTLD 2308
3 Domainname in lisProhibited Listor can not register due t¢ 2308
policy
4 Domain Name was reserved 2306
5 Object exst 2302
6 Duplicate<domain:hostName> 2306
7 Invalid number of <domain:hostAttr> parameters 2308
8 ContaclD does not exis 2303
9 ContaclD is not belong to requesting client 2201
10 | Billing failure 2104
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2.3.5. Command <domain:update>

2.3.5.1. Input data

Parameter EPP attribute Requirement| Note
Domain Name <domain:name> Required
Authorization <domainauthinfo> Optioral
information )

</domain:pw>
</domainauthinfo>
Name Servers | <domain:ns> Optioral
</domain:hosAttr>
</domain:ns>
Registrant <domain:registrant> Optioral
Admin contact <domain: contact tvype=|Optorml
Technical contact <d omai n: cont act type=|Optoml
Billing contact <domai n: c ohilingdbcct t y p e =| Optioral
Status <domain:status s="clientHold"/> Optioral
Status <domain:status s="clientRenewProhibited"/> | Optioral
Status <domain:status="clientTransferProhibited"/> | Optioral
Status <domain:status s="clientDeleteProhibited"/> | Optioral
Status <domain:status s="clientUpdateProhibited"/> | Optioral
2.3.5.2. Example command
<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmlns="urn:ietf:params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<command>
<update>
<domain:update xmins:domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemalo cation="urn:ietf:params:xml:ns:domain -1.0 domain -1.0.xsd">
<domain:name> srsote - test.vn </domain:name>

<domain:add>
<domain:ns>
<domain:hostAttr>
<domain:hostName>ns1.srsote -
test.vn</domain:hostName>
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<domain:hostAddr
ip="v4"> 203.119.9.45</domain:hostAddr>
<domain:hostAddr
ip="v6">2001:dc8::5:45</domain:hostAddr>
</domain:hostAttr>
</domain:ns>
<domain:contact type="admin">srsote -
03</domain:;contact>
<domain:status s="clientHold"/>
</domain:add>
<domain:rem>
<domain:ns>
<domain:hostAttr>
<domain:hostName>dns1.vnnic.vn
</domain:hostName>
</domain:hostAttr>
</domain:ns>
<domain:contact type="admin">srsote =
02</domain:contact>
<domain:status s="clientTransferProhibited"/>
</domain:rem>
<domain:chg>
<domain:authinfo>
<domain:pw>vnnic@12345678</domain:pw>
</domain:authinfo>
</domain:chg>
</domain:update>
</update>
<cITRID>srsote - domain - update - 123456</cITRID>
</command>
</epp>

2.3.5.3. Response message
- Response message example

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd"™>
<response>

<r esult code="1000">

<msg>Command completed successfully</msg>

</result>

<triD>

<clTRID>srsote - domain - update - 123456</cITRID>

<sVTRID>VNNIC - EPP 2f5bcdd5 - 4ef0 - 426f - aaed - 6d0818caecce</svTRID>
</trID>

</response>

</epp>

2.3.5.4. Response codes
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NO | Reason Code | Note
1 Invalid input parameters 2005
2 Authorization error 2201
3 Prohibited status 2304
4 Objectdoes noexist 2303
5 Data management policy violation 2308

2.3.6. Command <domain:renew>

2.3.6.1. Input data

Parameter EPP attribute Requirement | Note
Domain Name | <domain:name> Required
Period <domain:period> Required
Current <domain:curExpDate> Required
Expiration Date

2.3.6.2. Example command

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmlns="urn:ietf:params:xml:ns:epp -1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<command>

<renew>

<domain:renew xmins:domain="urn:ietf:params:xml:ns:domain -1.0"

xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0 domain - 1.0.xsd">

<domain:name>srsote - test.vn</domain:name>
<domain:curExpDate>2016 - 08- 22</domain:curExpDate>
<domain:period unit="y">1</domain:period>
</domain:renew>
</renew>
<cITRID>test - eppgateway - 0002</clITRID>
</command>
</epp>

2.3.6.3. Responsamessage
- Example response message

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
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<epp xmins="urn:ietf;params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">

<resp onse>
<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:renData xmIns:domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemal.ocation="urn:ietf:params:xml:ns:domain -1.0 domain - 1.0.xsd">

<domain:name>srsote - test.vn</do main:name>

<domain:exDate>2017 - 08-22T00:00:00.0000</domain:exDate>
</domain:renData>

</resData>

<trID>

<cITRID>test - eppgateway - 0002</cITRID>

<svTRID>VNNIC - EPP 398f3bae - 3c06 - 4a03-916a- d66a3771e60c</svTRID>
</trID>

</response>

</epp>

2.3.6.4. Response codes

NO | Reason Code | Note
1 Invalid input parameters 2005
2 Authorization error 2201
3 Object doesndt exi st 2303
4 Object status prohibits operation 2304
5 Billing failure 2104

2.3.7. Command <domain:transfer>

The EPP <transfer> command provides a qogeration that allows dient to

determine the redlme status of pending and completed transfer reqoeattransform
operation that allows a client to manage requests to transfer the sponsorship of a domain
object

VNNI C support fainttranjer>itommmand :fremuest, ampmve, reject,
cancelquery.

Limitation for transfer request:

34



VNNIC EPP Gatewaypecification| 2014

- T1 days after created
- T2 days befee expired
- Input parameters
o DomainName
o period Requiredvalues range from-Q0)
o0 domain:authinfo
- Note: After a domain namednsferred, all its contacésd registrant objedtill
belong tothelost registrarthe gain registrar SHOULD implement <domain:update>
to using their contacts objects.

2.3.7.1. Input data
- Op=0requesto

Parameter EPP attribute Requirement | Note
Domain name | <domain:name> Required
Authorization <domainauthinfo> Required
information

</domain:pw>

</domainauthinfo>

Period <domainperiod> Required

- Op=odoqueryo

Parameter EPP attribute Requirement | Note
Domain Name | <domain:name> Required
Authorization <domainauthinfo> Required
information

</domain:pw>

</domainauthinfo>

- Op = Aapproveo

Parameter EPP attribute Requirement Note
Domain Name | <domain:name> Required
- Op = fArejecto

Parameter EPP attribute Requirement | Note
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DomainName | <domain:name> Required
- Op = fAcancel o
Parameter EPP attribute Requirement | Note
Domain Name | <domain:name> Required
2.3.7.2. Example command
- Transfer request
<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema
xsi:schemalocation="urn:ietf:params:xml:ns:epp - 1.0.xsd">
<command>
<transfer op="request">
<domain:transfer xmins:domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemalocation="urn:ietf:param s:xxml:ns:domain - 1.0 domain - 1.0.xsd">
<domain:name>srsote - test.vn</domain:name>
<domain:period unit="y">1</domain:period>
<domain:authinfo>
<domain:pw>vnnic@12345678</domain:pw>
</domain:authinfo>
</domain:transfer>
</transfer>
<cITRID> srsote -domain - transfer -request - 123456</cITRID>
</command>
</epp>
- Transfer query
<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
xsi:schemal.ocation="urn sietf:params:xml:ns:epp - 1.0.xsd">
<command>
<transfer op="query">
<domain:transfer xmins:domain="urn:ietf:params:xml:ns:domain -1.0"

xsi:schemalocation="urn:ietf:params:xml:ns:domain

<domain:authInfo>

<domain:pw>vnnic@12345678</domain:pw>

</domain:authinfo>

</domain:transfer>
</transfer>

<clTRID>srsote - domain - transfer - query - 123456</cITRID>

</command>
</epp>

- Transfer approve

-1.0 domain - 1.0.xsd"™>

<domain:name>srsote - test.vn</domain:nam e>
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<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemal.ocation="urn:ietf;params:xml:ns:epp -1.0epp -1.0.xsd">
<command>

<transfer op="approve">

<domain:transfer xmlns:domain="urn:iet f:params:xml:ns:domain -1.0"

xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0 domain -1.0.xsd">

<domain:name>srsote - test.vn </domain:name>
</domain:transfer>
</transfer>
<cITRID>srsote - domain - transfer - approved - 123456</cITRID>
</command>
</epp>

- Transfer reject

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd™>
<command>

<transfer op="reject">

<domain:transfer xmins:domain="urn:ietf:params:xml:ns:domain -1.0"

xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0domain -1.0.xsd">

<domain:name>srsote - test.vn</domain:name>
</domain:transfer>
</transfer>
<cITRID>srsote - domain - tr ansfer -rejected - 123456</cITRID>
</command>
</epp>

- Transfer cancel

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
<epp xmIns="urn:ietf:params:xml:ns:epp -1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xsi:schemalocation="urn:ietf:params:x ml:ns:epp -1.0epp -1.0.xsd">
<command>

<transfer op="cancel">

<domain:transfer xmins:domain="urn:ietf:params:xml:ns:domain -1.0"

xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0domain -1.0.xsd">

<domain:name>srsote - test.vn</domain:name>
</domain:transfer>
</transfer>
<clTRID>srsote - domain - transfer - cancel -123456</cITRID>
</command>
</epp>

2.3.7.3. Response message
a. Transfer request
- Response message example

<?xml version="1.0" encoding="utf - 8" standalone="no"?>
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<epp xmins="urn:ietf:params:xml:ns:ep p- 1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:schemalocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1001">
<msg>Command completed successfully; action pending</msg>

</result>

<resData>

<domain:trnData xmlIn s:domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemal.ocation="urn:ietf:params:xml:ns:domain -1.0 domain - 1.0.xsd">

<domain:name>srsote - test.vn</domain:name>
<domain:trStatus>pending</domain:trStatus>
<domain:relD>gltn_epp</domain:relD>

<domain:reDate>2014 - 08- 25T14:59:03.0479</domain:reDate>
<domain:aclD>ktthl_epp</domain:aclD>

<domain:acDate>2014 - 08- 30T14:59:03.0479</domain:acDate>
<domain:exDate>2019 - 08-22T00:00:00.0000</domain:exDate>
</domain:trnData>

</resData>

<trID>

<cITRID> srsote -domain - transfer -request - 123456</cITRID>
<svTRID>VNNIC - EPP 9a8b6bed - 3686 - 4adf - a796 - 5al17ffbd85c2</svTRID>
</trID>

</response>

</epp>

b. Transfer query
- Response message example

<?xml version="1.0" encoding="utf - 8" standalone="no"?>

<epp xmins="urn:ietf:p arams:xml:ns:epp - 1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xsi:schemal.ocation="urn:ietf:params:xml:ns:epp -1.0epp -1.0.xsd">
<response>

<result code="1000">
<msg>Command completed successfully</msg>

</result>

<resData>

<domain:trnData xmIns :domain="urn:ietf:params:xml:ns:domain -1.0"
xsi:schemalocation="urn:ietf:params:xml:ns:domain -1.0domain -1.0.xsd">

<domain:name>srsote - test.vn</domain:name>
<domain:trStatus>pending</domain:trStatus>
<domain:relD>gltn_epp</domain:relD>

<domain:reDate> 2014- 08-22T15:30:57.0981</domain:reDate>
<domain:aclD>ktthl_epp</domain:aclD>

<domain:acDate>2014 - 08-27T15:30:57.0981</domain:acDate>
<domain:exDate>2019 - 08- 22T00:00:00.0000</domain:exDate>
</domain:trnData>

</resData>

<trID>

<clTRID> srsote -domain - transfer - query - 123456</cITRID>
<svTRID>VNNIC - EPP- 4192fc42 - 5af4 - 46ec - a53a- c294c6c3f94e</svTRID>
</trID>

</response>

</epp>
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