DDOS MITIGATION

1. Muc tiéu

- Hb tro cac thanh vién, diéu hudng luu lwong tan cdng DDoS gitta cac hé théng mang cua thanh vién két ndi da phuong, song
phuong trén VNIX st dung dich vu Blackholing.

2. Dich vu Blackholing tai VNIX

- Dich vy Blackholing VNIX dugc trién khai tai cac diém ¢ Ha Noi, H6 Chi Minh va Pa Ning dé giam thiéu va diéu huéng luu
luong tan cdng DDOS qua cé4c thanh vién két ndi VNIX. Sir dung k thuat RTBH (Remote Triggered Black Hole Filtering) duwa
trén dia chi IP bi tin cong. Géan nhan thugc tinh BGP Communities (Blackhole Community dugc mo ta theo RFC 7999); chuyén
céc goi tin b tn cong téi dia chi Blackhole va loai bo ching.

- Hoat dong trén md hinh két nbi da phuong, song phuong VNIX

3. Nguyén ly hoat dgng

- Trén ha tang VNIX xay dung hé Trigger Router véi nhiém vu nhén, thay ddi théng tin dinh tuyén va quang ba cac thdng tin
dinh tuyén cia nan nhan, nham hd tro 1ai lvu lwong tin cdng DDoS vao Blackhole

- Thanh vién tham gia vao hé thdng Blackholing VNIX can thuc hién peering véi Trigger Router VNIX theo théng tin cu thé

nhu sau:
Trigger-VNIX Trigger-VNIX Blackhole next- Blackhole next- BGP Blackhole
IPv4 = hop IPv4 hop IPv6 Community
HA NOI 23899 218.100.10.252 2001:7FA:6::252 218.100.10.253 2001:7FA:6::253
HO CHI MINH 23962 218.100.14.252 2001:DES8:A::252 218.100.14.253 2001:DES8:A::253 65535:666

DA NANG 56156 218.100.60.252 2001:DEB8:3::252 218.100.60.253 2001:DEB8:3::253



- Khi hoat dong, cac thong tin dinh tuyén gan nhan blackhole s& duoc Trigger Router VNIX chap nhan va thay doi dia chi IP
Next-hop bai dia chi Blackhole va quang ba lai cho Router cua thanh vién. Router cua thanh vién cap nhat bang dinh tuyén
méi véi thong tin, lc nay cac luu luong tan cong sé duoc l4i vé Blackhole .

Luu luong tan cdng gui t6i MAC Address Blackhole VNIX sé duoc loai bo.
Trigger Router VNIX chap nhan cac théng tin quang ba nhu sau:

- Céc thong tin dinh tuyén duoc gan nhan 65535:666

- [24 = < IPv4 prefix length = < /32

- /64 = < IPv6 prefix length = < /128

4. M0 ta hoat déng thuc té

- M0 hinh peering: Dé tham gia vao hé thong Blackholing VNIX , cc Router bién cua thanh vién thuc hién peering eBGP Vi
Trigger Router VNIX (Céu hinh theo huéng dan tai muc 6)
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- Trang thai hoat dong binh thuong: Trong trang thai binh thudng (khdng xay ra tan cong DDoS) trén VNIX, Router bién cua
cac thanh vién khéng quang ba va nhan thong tin dinh tuyén tir Trigger Router VNIX; Hoat dong trao doi luu lugng dién ra



binh thuong (Router Rerver diéu khién dinh tuyén, luu luong trao ddi chuyén tiép gitta cac thanh vién théng qua hé théng
chuyén mach trung tam VNIX)

Trong trang thai bi tan cong: Victim tai ASN No3 phét hién luu lugng tin cong DDoS vao may chu dich vu thudc hé théng
mang cta minh ¢6 dia chi 10.10.10.10
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- Xur ly tan céng DDoS:



o VICTIM:
=  Pé ngin chin tin cong dén vai hé thdng mang cua minh, tai Router ASN No3 thyc hién quang ba IP
10.10.10.10/32 vai community 65535:666 téi Trigger Router VNIX
= Pé chin tan cong tir mot thanh vién xac dinh thi s dung véi community 65535:666 kém véi cac community do
Trigger Router VNIX (vi du truong hop nay la community 65535:666 ASN-VNIX: ASNNol)
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o VNNIC:

= Trigger Router VNIX tiép nhan thong tin dinh tuyén va thuc hién thay doi ip next-hop

» Ty dong quang ba téi cac thanh vién do VICTIM dinh nghia trong thudc tinh community.
o Attacker:

= Ty dong diéu chinh dinh tuyén theo co ché hoat dong (da thiét 1ap ban dau)
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5. Quy trinh thuc hién phdi hop xu 1y tan cong:
Céc thanh phan tham gia:
o Thanh vién c6 hé thong mang dich vu bi tan céng: VICTIM
o Don vi quan Iy VNIX, diéu phéi: VNNIC
o Thanh vién c6 hé théng mang 1a nguén tan cong: ATTACKER
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Bwéc 1: Bit dau phat hién tan cong DDoS

- Victim: thanh vién bj tan cong DDoS thdng bao téi VNNIC

Budéc 2: VNNIC tiép nhan thong tin va diéu phdi




- Victim: théng bao VNNIC hd tro xir 1y théng qua dién thoai, email va servicedesk. M6 ta vé cudc tan cong: hinh anh giam sat,
IP tin cdng/IP bj tin cong.

- VNNIC tiép nhan théng tin va théng bao t&i cac thanh vién lién quan dé phdi hop xu ly
Bwéc 3: Kiém tra va xu ly tan cong:
- Victim: thyuc hién cau hinh diéu hudng luu luong tan cong vé Blackhole cua VNIX (tham khdo huwdng dan tai muc 6)
- Attacker: tiép nhan théng tin va truy vét ngudn tan cong dé xir ly
- Céc bén lién quan theo ddi cudc tan cong va trién khai cac bién phap ngin chin
Buwéc 4: Két thic cudc tan cong
Khi khong con luu luong tan cong tir ving mang cua cac thanh vién di qua VNIX téi victim.
- Attacker: xac nhan da truy vét va xir ly dut diém ngudn tan cong, thong bao vé VNNIC
- VNNIC: thong bao két thiic tin céng DDoS
- Victim: thuc hién cau hinh tra lai hoat dong dinh tuyén ban dau.
Buéc 5: két thic

6. Hwéng din cai dat
a. Thiét 1ap Peering BGP Trigger Router VNIX

router bgp <ASN-ISP>

neighbor <IPv4-Trigger-VNIX> remote-as <ASN-VNIX> /" dé peering IPV6 véi Router Trigger”/



neighbor <IPv4-Trigger-VNIX> description Peer-RTBH-VNIX-v4 /" M6 ta peering”/

neighbor <IPv4-Trigger-VNIX> version 4 /"’ Xac dinh version BGP”/

neighbor <IPv6-Trigger-VNIX> remote-as <ASN-VNIX>  /”dé peering IPV6 Vi Router Trigger”/
neighbor <IPv6-Trigger-VNIX> description Peer-RTBH-VNIX-v6 /" M6 ta peering *“/

neighbor <IPv6-Trigger-VNIX> version 4 /" Xac dinh version BGP”/

address-family ipv4

neighbor <IPv4-Trigger-VNIX> activate /”Kich hoat peering”/

neighbor <IPv4-Trigger-VNIX> send-community /" gkl thugce tinh comunity”/

neighbor <IPv4-Trigger-VNIX> route-map RM_VNIX_BLACKHOLE_IN_v4in /” chinh sich nhdn dinh tuyén”/
neighbor <IPv4-Trigger-VNIX> route-map RM_VNIX_BLACKHOLE_OUT _v4 out /” chinh sach qudang ba”/
address-family ipv6 /“twong tw IPv4”/

neighbor <IPv6-Trigger-VNIX> activate

neighbor <IPv6-Trigger-VNIX> send-community

neighbor <IPv6-Trigger-VNIX> route-map RM_VNIX_BLACKHOLE_IN_v6 in

neighbor <IPv6-Trigger-VNIX> route-map RM_VNIX_BLACKHOLE_OUT _v6 out

route-map RM_VNIX_BLACKHOLE_OUT v4 permit 10



match ip address prefix-list PL_VNIX_BLACKHOLE_OUT 4

set community 65535:666 /”thuéc tinh community quang bé cho tdt ca - CAc thugc tinh khac xem cong bo trén
website”/

route-map RM_VNIX_BLACKHOLE_OUT_v6 permit 10
match ipv6 address prefix-list PL_VNIX_BLACKHOLE_OUT_6

set community 65535:666 /”thugc tinh community quang ba cho tdt cd - Cac thugc tinh khac xem cong bé trén
website”/

route-map RM_VNIX_BLACKHOLE_IN_v4 permit 10
match ip address prefix-list PL_VNIX_BLACKHOLE_IN_ 4
match community Blackhole

route-map RM_VNIX_BLACKHOLE_IN_v4 deny 20

match ip address prefix-list PL_VNIX_BLACKHOLE_IN_ 4

route-map RM_VNIX_BLACKHOLE_IN_v4 permit 30




route-map RM_VNIX_BLACKHOLE_IN_v6 permit 10

match ipv6 address prefix-list PL_VNIX_BLACKHOLE_IN_6
match community Blackhole

route-map RM_VNIX_BLACKHOLE_IN_v6 deny 20

match ipv6 address prefix-list PL_VNIX_BLACKHOLE_IN_6
route-map RM_VNIX_BLACKHOLE_IN_v6 permit 30

-Prefix-list-Fillter-BLACKHOLE-v4-IN------------—-—-

ip prefix-list PL_VNIX_BLACKHOLE_IN_4 seq 10 permit 0.0.0.0/24 le 32

-Prefix-list-Fillter-BLACKHOLE-V6-IN--------===-----

ipv6 prefix-list PL_VNIX BLACKHOLE_IN_6 seq 10 permit ::/64 le 128
b. Cdu hinh qudng ba route khi xdy ra tdén cong DDoS
router bgp <ASN-ISP>
address-family ipv4
network <IP victim> mask 255.255.255.255
address-family ipv6
network <IP victim>/128

-Prefix-list-Fillter-BLACKHOLE-v4-OUT----------------




ip prefix-list PL_VNIX_BLACKHOLE_OUT _4 seq 10 permit <IPv4 victim/32>
ip route <ipv4 victim/32> null 0

-Prefix-list-Fillter-BLACKHOLE-v6-OUT----------------

ipv6 prefix-list PL_VNIX_BLACKHOLE_OUT_6 seq 10 permit <IPv6 victim/128>

Ipv6 route <ipv6 victim/128> null 0



